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Chapter5s

The Protection of Fundamental Rights
in International Data Transfers from the
Schrems |l Case

ALINE BELTRAME DE MOURA' AND
GaBRIEL HENRIQUE CERON TREVISOL”

Abstract: The article focuses on the Schrems II decision by the Court of Jus-
tice of the European Union (CJEU) and its implications on internarional data
transfers, particularly between the EU and the US. The Schrems II ruling criti-
cally assessed whether data transfer mechanisms like the EU-US Privacy Shield
and Standard Contractual Clauses (SCCs) ensure an “essentially equivalent”
level of fundamental rights protection as provided within the EU. Following
the ruling, which struck down the Privacy Shield for failing to protect EU
data subjects from US surveillance, the article investigates the ongoing impact
on data controllers and processors, discussing how they must now implement
“supplementary measures” to maintain EU-level protections, regardless of data
destination. Employing a methodological approach of bibliographical and
jurisprudential review, the article aims to delve into the background, critical
aspects of the ruling, and discuss broader regulatory challenges and potential
solutions for harmonizing global data transfer standards to secure fundamental
rights in the digital age.

Keywords: International Data Transfers, Regulatory Harmonization, EU-US
Privacy Shield.
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1. Introduction

Schrems 11 is the latest ruling in the series of cases brou.ght to the
Court of Justice of the European Union (CJEU) by tl:le Austrian activigt
Maximilian Schrems against the Irish Data Protection Eommlssmner
(Irish DPC), under the light of the Snowden revelations” from the lag;
decade, regarding US surveillance programs.

Judged in July 2020, Schrems II, at large, revolves around the leve|
of protection afforded to the fundamental rights of EU data subjects,
in the context of an international data transfer. More specifically, the
Court analyzed whether the Privacy Shield agreement between the Euro-
pean Union and the United States granted an “essentially equivalent”
standard of protection of fundamental rights as compared to the EU,
and whether Standard Contractual Clauses (SCCs), in the absence of an
adequacy decision, could provide that same standard of protection for
EU data subjects.

The Court uliimately struck down the Privacy Shield agreement,
understanding that the risk of access, use and retention of EU trans-
ferred personal data by US public authorities represented a dispropor-
tionate interference to the fundamental rights of EU subjects. On the
contrary, the Court understood that the SCC decision was valid. How-
ever, controllers and processors, also known as “exporters” and “import-
ers”, were required to provide “supplementary measures” to maintain the
high level of protection afforded in the EU, independently of where thar
dara was transferred.

Three years post-Schrems II, discussions continue on its enforcement
impact for data controllers and processors in transfers. Debates persist on
the ruling’s consequences for EU-US data transfers, and scholars explore
its broader influence on international data transfer regulation. The key
question involves the potential for international alternatives to harmo-
nize or standardize global data transfer regulations.

Through a bibliographical and jurisprudential review, this chapter
aims to analyze the context behind the Schrems I decision and the most

3

Greenwald, G., Macaskill, E., and Poitras, L. (2013). “Edward Snowden: The
Whistleblower behind the NSA Surveillance Revelations”, The Guardian. Available

ac hnps:ﬁwww.thcguardian,cnmfworldeOl3fjunfOchward-snowdcn—nsa‘thSd
eblower-surveillance,

relevant aspects of the CJEU ruling, including how the aforementioned
standard and test of “essential equivalence” of protection of fundamental
rights makes the EU an important player in its protection in the digial
age; and debate its general impacts and possible international regulatory
alternatives to promote interoperability of data transfer rules.

2. Summary of the Facts Surrounding Schrems i

Schrems II represents the latest development in a series of cases ini-
tiated by Austrian activist Maximillian Schrems against the Irish Darta
Protection Commissioner (DPC) under the CJEU. The case, decided
in July 2020, is a direct continuation of the first Schrems case, known
as Schrems I, ruled in 2015. To understand Schrems II, it’s essential to
recap the events leading up to it.

In July 2013, Schrems, an Austrian resident and Facebook user,
lodged a complaint with the Irish Data Protection Commission (DPC).
He invoked the 95/46 Directive, seeking to prohibit Facebook Ireland
from transferring his personal data to Facebook Inc. in the United
States. Back then, EU residents on Facebook entered into a contract with
Facebook Ireland, a subsidiary of Facebook Inc., enabling the transfer of
personal data from EU users to servers owned by Facebook Inc. in the
U.S. for processing.

Two crucial contextual elements precede the discussion of Schrems
L. Firstly, during the time of Schrems I, international data transfers
between the European Union and the United States were governed by
an agreement established in the early 2000s called Safe Harbour. This
agreement permitted uninterrupted data flow between the two parties,
endorsed by an adequacy decision from the European Commission,
ensuring that the United States upheld an equivalent level of data pro-
tection.

The adequacy of the Safe Harbour agreement relied on established
data protection principles present in international instruments. The
agreement allowed U.S. companies to self-certify compliance with these
principles, granting a certain equivalence of rights to European data
subjects as stipulated by the 95/46 Directive’, However, oversight from

Voss, G, (2019). “Obstacles to Transatlantic Harmonization of Data Privacy Law in
Context”, Journal of Law, Technology & Policy, 2, 413, 427-428.
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external entities regarding the enforcement of these principles by 4,
ican companies was minimal,

Responding to the post-9/11 enactment of the “Patriot Ac 34
related measures that expanded data collection withour judicil y,,
rants’, Maximillian Schrems argued to the Irish Data Protection Con,.
missioner (DPC). He contended that (i) the Safe Harbour agreement gy
not ensure equivalent rights for EU residents and lacked enforceabiyy
on U.S. soil. Additionally, (ii) he argued that U.S. laws and data py
tection practices did not provide sufficient protection for EU person]
dara stored in the USA, especially considering surveillance activities by
U.S. public entities revealed by Edward Snowden. Essentially, Schrems
questioned the adequacy status granted by the European Commission to
the American legal system through the Safe Harbour agreement (Ade-
quacy Decision 2000/520).

Initially rejected by the DPC, who claimed it lacked the authority
question the adequacy status of a country deemed adequate by the Euro-
pean Commission, Schrems appealed to the Irish High Court, challeng-
ing the rejection of his complaint.

In response to a case brought by Maximillian Schrems challenging
the Safe Harbour agreement, the Irish High Court referred the matter
to the Courr of Justice of the European Union (CJEU) in July 2014, In
October 2015, the CJEU invalidated the adequacy decision (2000/520)
underlying Safe Harbour.

In Schrems I, the CJEU’s decision centered on two key aspects.
Firstly, it acknowledged the potential compatibility of a self-certification
system with EU data protection standards but stressed the importance of
effective mechanisms for detection and supervision. The court observed
that U.S. public authorities were not obligated to follow Safe Harbour
principles, and the European Commission’s adequacy decision lacked
clarity on how the U.S. ensured an “adequate” level of prorectiond. The
CJEU emphasized that adequacy decisions should adhere to a higher
standard of protection, guided by the European Charter of Fundamental
dRii«_l{m (ECFR) and the concept of “essential equivalence” to EU stan-

ards.

Voss, G. (2019). “Obstacles to Transatlantic Harmonization of Dara Privacy Law in
Context”, Journal of Law, Technology & Policy, 2, 428,
Case C-362/14, Schrems I, para, 83,

The Protection of Fundamenta| Rights o

The Court highlighted that the data protection principles in the Safe
Harbour agreement could be set aside for reasons of national security,
ublic interest, or law enforcement by U.S. authorities, The agreement
explicitly stated that if U.S. law conflicted with its principles, U.S. orga-
nizations, whether part of Safe Harbour or not, must comply with Amer-
ican law, giving precedence to U.S. law’ over CFR in such conflicts.
Additionally, there was no assurance in the agreement or the adequacy
decision that U.S. laws limited the power of public authorities to inter-
fere with the fundamental rights of EU data subjects’.

Subsequently, the High Court annulled the decision rejecting
Schrems’ complaint and referred the case back to the Irish Data Protec-
tion Commissioner (DPC)’, During a new inquiry, Facebook Ireland
revealed that, after the Safe Harbour invalidation, most EU-collected

rsonal data was transferred to Facebook Inc. using standard contrac-
tual clauses (SCCs) introduced by the European Commission in 2010".
With these new details, the Commissioner asked Schrems to revise his
initial complaint.

In December 2015, Schrems filed a new complaint, asserting that
U.S. law still obligated Facebook Inc. to provide transferred personal
data to U.S. authorities, violating EU fundamental rights. He argued
that the use of transferred EU personal data in state surveillance activ-
ities violated specific articles of the European Charter on Fundamental
Rights. Schrems also contended that the standard contractual clauses
did not provide adequate protection for EU personal data. Once again,
he requested the DPC to prohibit or suspend the transfer of his personal
data to Facebook Inc.

In May 2016, the Irish Data Protection Commissioner (DPC) agreed
with Schrems’ allegations that personal data from EU subjects trans-
ferred to the U.S. was at “serious risk” of being accessed and processed

Case C-362/14, Schrems I, para. 84 and 86.

Case C-362/14, Schrems I, para. 88,

” Kuner, C. (2020). “International data transfers, standard contractual clauses, and
the Privacy Shield: the AG opinion in Schrems 11" European Law Blog. Available
at: heeps://europeanlawblog.eu/2020/01/07/international-data-transfers-standard-
contractual-clauses-and-the-privacy-shield-the-ag-opinion-in-schrems-ii/,
Decision n. 2010/87: Commission Decision of 5 February 2010 on standard con-
tractual clauses for the transfer of personal data to processors established in third
countries under Directive 95/46/EC.
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by U.S. authoriies, contrary to EU fundamental righes. It found thy
the 2010 Standard Contractual Clauses (SCCs) could not address this
risk, as they only provided contractual and procedural remedies agains
EU exporters and third-country importers. EU dara subjects could not
challenge U.S. surveillance programs in American courts.

In July 2016, the European Commission introduced Privacy Shield as
the successor to the Safe Harbour agreement, maintaining the adequacy
status for the U.S. Despite some improvements, critics called it “Safe Har-
bour 0.7” due to unresolved issues, especially regarding U.S. surveillance
programs' . Schrems updated his complaint to challenge the adequacy of
Privacy Shield. In May 2018, the Irish High Court, at the request of the
Irish DPC, referred eleven preliminary questions to the CJEU.

These issues can be summarized in five major groups of subjects": (i)
whether the GDPR applied to data transfers by an economic operator in
the Union to another established in a third country, when the data was
likely to be processed in a third country for security and law enforcement
purposes; (i) what was the level of protection applied to the data trans-
ferred through SCCs, and whether that level of protection was to be read
in the light of the ECFR; (iii) whether the SCCs were valid in the light
of articles 7, 8 and 47 of the ECFR; (iv) what was the role of DPAs when
supervising the application of SCCs, and (v) whether the Privacy Shield
ensured an adequate level of protection, according to the GDPR, read in
the light of the EU Charter of Fundamental Rights.

3. Important Aspects of the Ruling

All the five groups of subjects mentioned above will be summarized
in this session. In addressing the first group of subjects, the Court reiter-
ated the interpretation from Schrems I that international data transfers
are encompassed within the definition of processing according to Article
4(2) of the GDPR". As a result, all data transfers were considered within
the material scope of the regulation under Article 2(1).

""" Rotenberg, M. (2020), “Schrems IL, from Snowden to China: Toward a New Al ign-
ment on Transatlantic Data Protection”, European Law Journal, 26(1-2), 5.

Costello, R. A. (2020). “Schrems II: Everything Is Illuminated?”, £;
Forum, 5(2), 4. sryshing dg/ 1laminare uropean Papers

" Case C-311/18 Schrems II, para. 82-83,
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The Court stated that the only potential exception would be if the
cransfer berween Facebook Ireland and Facebook Inc. fell under one of the
exceptions” to processing outlined in Article 2(2) of the GDPR. However,
the Court emphasized that these exceptions primarily pertained to activi-
ties in which individuals are involved, such as purely personal or household
activities, which did not apply to the mentioned transfer.

Furthermore, the Court highlighted that, based on the wording of
Article 45(2)(a) of the GDPR, processing of personal data by a third
country for public security, defense, and state security purposes could
not exclude such a transfer from the application of the GDPR". This
is because such legislation is considered by the European Commission
when assessing the level of protection provided by that third country.

Therefore, since the transfer between economic operators did not fall
within any exceptions to processing under the regulation, and legislation
related to public security, defense, and national security needed to be
considered by the European Commission for adequacy decisions, the
Court concluded that the transfer fell within the scope of the GDPR".

Concerning the second and third groups, the Court” emphasized
that Article 46(1) of the GDPR, which refers to “appropriate safeguards,” *
“enforceable rights,” and “effective legal remedies,” should be interpreted
in the context of Article 44 of the GDPR. Article 44 specifies that the
level of protection provided by the regulation should not be undermined
during the transfer, regardless of the legal basis used by the data exporter.

The Court also clarified'® that, following Schrems I, a third country
must ensure, based on its domestic law or international commitments,
an “essentially equivalent” level of protection for fundamental rights
and freedoms as guaranteed within the EU by the GDPR, read in the
light of the EU Charter of Fundamental Rights. Even in the absence of
an adequacy decision, controllers and processors, when using Standard
Contractual Clauses (SCCs), should aim to achieve the same level of
protection” for data transferred, regardless of the destination.

" Case C-311/18 Schrems II, para. 85.
Case C-311/18 Schrems II, para. 87.
Case C-311/18 Schrems 11, para. 89.
Case C-311/18 Schrems 11, para. 92.
Case C-311/18 Schrems 11, para. 94.
Case C-311/18 Schrems I, para. 95-96, 101.
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The Court delegated the assessment of the standard of essential equiv,.
lence to the entities involved. This assessment should consider both the cop.
tractual clauses agreed upon and the relevant aspects of the legal system i
the third country . especially those outlined in Article 45(2) of the GDPR,

Additionally, SCCs are designed to be applicable in the absence of an
adequacy decision. In such cases, it is the responsibility of the control.
ler or processor in the EU to take measures to compensate for the lack
of data protection in the third country, ensuring compliance with data
protection requirements and the rights of data subjects within the EU,
including the availability of enforceable data subject rights and effective
legal remedies™.

The Court highlighted that Standard Contractual Clauses (SCCs)
alone, due to their contractual nature™ binding only the parties directly
involved, may not always be sufficient to guarantee compliance with the
required level of protection in the EU™. To address this limitation, the
Court emphasized that controllers and processors may need to imple-
ment additional safeguards, referred to as “supplementary measures,” to
ensure the “essential equivalence” standard of protection is maintained.

The validity of the SCC decision from 2010, according to the Court,
depends on whether it incorporates effective mechanisms that make the
“essentially equivalent” standard possible*. The Court concluded that
the SCC decision remains valid, but controllers and processors must
implement “supplementary measures” to ensure a high standard of pro-
tection. The ruling did not specify the nature of these measures.

Subsequently, in November 2020, the European Data Protec-
tion Board released recommendations on supplementary measures,

0

Case C-311/18 Schrems 11, para. 104-105.

Recital 108 and 114, of the Regulation (EU) 2016/679 (General Data Protection
Regulation—GDPR).

Costello, R. A. (2020). “Schrems I1: Everything Is Illuminated?”, European Papers
Forum, 5(2), 10.

Drechsler, L. and. Kamara, 1. (2022). “Essential Equivalence as a Benchmark for
International Darta Transfers After Schrems 117, in: Kosta, E. and Leenes, R. (eds.),

R:;r;;cbz gknd&oo& on EU Data Protection. Cheltenham: Edward Elgar Publishing,
pp. 25-26.

Case C-311/18 Schrems 11, para, 137,

2l

24
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categorizing them as contractual, organizational, and technical”. The
emphasis was on combining different measures, especially technical ones
like encryption, pseudonymization, and multi-party ::omputauicm2 , tO
enhance the level of data protection during transfers”.

Reiterating the stance from Schrems I, the Court maintained that
national Data Protection Authorities (DPAs) must suspend or prohibit
international data transfers if contractual clauses cannot be fulfilled or if
the required level of protection cannot be guaranteed in any other way.
DPAs, since Schrems I, play a crucial role in supporting international
data transfers on a contractual basis, as the standard contractual arrange-
ments only provide a legal basis if national authorities ensure compliance
with EU law™.

In the context of the fifth group, the Court’s analysis of Privacy
Shield’s adequacy can be divided into several aspects. Firstly, the Court
observed that the Privacy Shield allowed limitations on the applica-
tion of data protection principles in the United States in the interest of
national security, public interest, or law enforcement. This primacy of
American law meant that self-certified American organizations receiving
EU personal data had to deviate from the agreement’s principles when
they conflicted with American law and proved incompatible.

According to the Court, such derogations could lead to access and
use of transferred personal data by American puzbglic authorities, partic-
ularly within surveillance programs like PRISM™ and UPST REAM™,

» EUROPEAN DATA PROTECTION BOARD. Recommendations 01/2020 on
measures thar supplement transfer tools to ensure compliance with the EU level of
protection of personal data, para. 98, 128 and 77.

% Drechsler, L. and. Kamara, I. (2022). “Essential Equivalence as a Benchmark for

International Dara Transfers After Schrems II”, in: Kosta, E. and Leenes, R. (eds.);

Research Handbook on EU Data Protection. Cheltenham: Edward Elgar Publish-

ing, p. 26,

European Data Protection Board. Recommendations 01/2020 on measures that

supplement transfer tools to ensure compliance with the EU level of protection of

personal data, para. 47.

Rotenberg, M. (2020). “Schrems II, from Snowden to China: Toward a new align-

ment on transatlantic data protection”, Exrgpean Law Journal, 26(1-2), 8.

Costello, R. A. (2020). “Schrems II: Everything Is [lluminated?”, European Papers

Forum, 5(2), 7.

Case C-311/18, Schrems 11, 62.

7

8
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based on Section 702" of FISA and Executive Order 12.333 on 19§
This created the potential for interferences with the fundaments| righy
of individuals whose data was transferred from the EU to the USA,

However, the Court clarified that, at first glance, interferences with
the right to respect for private life (Article 7 of the ECFR) and the righ,
to data protection (Article 8 of the ECFR) were not inherently inag.
missible™, As established in Schrems I, international data transfers wer
considered a form of processing, constituting an interference with the
fundamental rights of the Union. Nevertheless, certain interferences
were allowed as long as they passed a proportionality test outlined in
Article 52(1) of the ECFR.

The proportionality test became the measure of the essential equiv-
alence standard applicable to all GDPR transfer mechanisms. To main-
tain this standard during transfers, all elements surrounding the transfer,
from the legal situation of the third country to the technological mea-
sures used, should be considered.

The literature™ explains that the Court has established four main
criteria to analyze the proportionality of the transfer:

(i) Any interference caused by transfers has to be provided by a clear
and precise law, and its application should be foreseeable to the
people subjected to it;

(ii) The transfer needs to be justifiable by an objective of general
interest recognized by the EU or by the necessity to protect
rights and freedoms of others;

(iii) The transfer must respect the essence” of fundamental rights;

(iv) The transfer must be the adequate measure to meet its goal and
it must be the one that less affects the involved rights (necessity
and proportionality in the strict sense).

" Section 702 Overview. Available ar: hetps://www.dni.gov/files/icotr/Section702-

Basics-Infographic.pdf.

Costello, R. A. (2020). “Schrems II: Everything is lluminated?”, European Papers

Forum, 5(2), 6-7.

" Drechsler, L. and. Kamara, 1. (2022). “Essential Equivalence as a Benchmark for
International Data Transfers After Schrems 1%, in: Kosta, E. and Leenes, R, (eds.),

Research Handbook on EU Data Protection, Cheltenham: Edward Elgar Publishing,
pp- 14-20.

Lenacrts, K. (2019). “Limits on Limitations: The Essence of F
the EU™, German Law Journal, 20(6), 7;;1,3 Eancest Pandomerdd Bl

n

The Protection of Fundamental Rights 99

The CJEU, in cases such as Schrems I and Opinion 1/15”, applied
criteria to assess and compare foreign laws with EU standards outlined
in the GDPR and the ECFR. This analysis identified three® distinct
interferences with the fundamental rights of the EU in the context of
international data transfers, specifically under the Safe Harbour and the
EU-Canada PNR agreement.

First, the right to respect for private life (Article 7 of the ECFR)
faced interference when communication data, both metadata and con-
tent data, were accessed and retained by the public authorities in the
destination country. The Court distinguished between interference in
data access and interference in excessive data retention.

Second, the right to data protection (Article 8 of the ECFR) experi-
enced interference due to the transfer itself, as the operation was consid-
ered a form of darta processing. Lastly, the right to non-discrimination
(Article 21 of the ECFR) encountered interference when certain special

categories of data were transferred and stored without distinction.

In Schrems 11, the CJEU employed a similar line of reasoning and
applied a test to assess whether access and retention of EU dara by Us
public authorities constituted interference with certain fundamcntfl
rights of the European Union (Articles 7, 8, and 47 of the ECFR). This
test played a crucial role in determining the validity of the Privacy Shield

37
agreement .

The Court concluded that interferences resulting from surveillance
programs based on Section 702 of FISA and Executive Order 12.333 di_d
not meet the requirements for the USA to ensure, subject to the princi-
ple of proportionality, a level of protection essentially equivalent w©, that
guaranteed by the EU through its Charter of Fundamental Rights™.

»

European Union. Opinion 1/15—-PNR Agreement UE-Canada, Opinion of the
Court (Grand Chamber) of 26 July 2017,

Drechsler, L. and. Kamara, L. (2022). “Essential Equivalence as a Benchmark for
International Data Transfers After Schrems I1%, in: Kosta, E. and Leenes, R. (eds.),
Research Handbook on EU Data Protection. Cheltenham: Edward Elgar Publish-
i“gn P 15.

Drechsler, L. and. Kamara, I. (2022). “Essential Equivalence as a Benchmark for
International Data Transfers After Schrems I1% in: Kosta, E. and Leenes, R. (eds),
Research Handbook on EU Data Protection. Cheltenham: Edward Elgar Publishing,
pp: 20-21.

Case C-311/18, Schrems 11, para. 178.
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Regarding surveillance programs based on Section 702 of iy the
Court noted that the Foreign Intelligence Surveillance Courr (Fjg
responsible for judicial oversight, did not authorize individua| g,
veillance measures” but approved broad programs (like PRISM and
UPSTREAM) based on annual certifications. The FISC focused on ye,
ifying if the programs aligned with the purpose of obtaining exter,|
information, without checking whether individuals were appropriacly
targeted for that purpose™’.

Section 702 of FISA lacked disclosure of limitations to surveillance
programs for obtaining external information and did not guarantee clear
and precise rules, violating the principle of proportionality. Concerning
surveillance programs under Executive Order 12333, the Court noted
the absence of opposable rights for foreigners against US authorities in
US courts”. While acknowledging the existence of Presidential Policy
Directive 28 (PPD-28) imposing limitations, announced by the Pres-
ident Barack Obama just a few days after the Snowden revelations, it
highlighted that the directive still allowed large-scale data collection
without specific targets”, lacking enforceable rights for EU data subjects
against US authorities. This directive was intended to impose limita-
tions on the “signals intelligence activities””, linked to the American
intelligence services. The Court concluded that neither Section 702 nor
Executive Order 12333, with PPD-28, met minimum requirements of
proportionality, as the surveillance programs were not strictly neces-

The CJEU decided that neither Section 702 of FISA nor Executive
Order 12333, read with PPD-28, mer the minimum requirements of
P"O;:?rrionaliry, as the surveillance programs were not strictly neces-
sary”. After the proportionality analysis regarding the interference of

Foreign Intelligence Surveillance Court (FISC). Available at: heeps://epic.org/priv
acy/surveillance/fisa/fisc/#:-:text=The%20Foreign%20Intelligence%20Surveilla
nce%20Cour,a crivities%20in%20a%20classified%20setting.

Case C-311/18 Schrems I1, para. 179.

Case C-311/18 Schrems I1, para. 182,

Case C-311/18 Schrems 11, para. 183.

Presidential Policy Directive 28/14. Available at: hutps://www.fbi.gov/file-reposit
ory/ppd-28-policies-procedures-signed.pdf.

Case C-311/18 Schrems 11, para. 184,

Case C-311/18 Schrems I, para. 184,
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US surveillance programs on article 7 and 8 of the ECFR, the Court
procs:dcd to analyze whether the Privacy Shield, through its Ombuds-
man", guaranteed the fundamental right to an effective remedy before
an independent and impartial court, in accordance with Article 45(2)(a)

of the GDPR and Article 47 of the ECFR.

Fort the Court, the answer was negative. The Ombudsman mecha-
nism was not sufficient to constitute an effective safeguard for the pur-
poses of the Article 47 of the ECFR, because (i) it could provide such
remedies based on actionable rights; (ii) it was unable to issue binding
decisions aimed at US intelligence services, and (iii) it wasn’t fully inde-
pendent, insofar as it was appointed by the Secretary of State and was a
part of the US State Department”.

Taking all the elements described above into account, the CJEU
invalidated the Privacy Shield®. In summary, the decision was based on
four factors™: (i) the primacy of US criminal law enforcement require-
ments over the data protection principles of the Privacy Shield; (ii) the
lack of necessary limitations and safeguards against the power of US
public authorities, particularly in the light of the proportionality test;
(iii) the lack of corrective legal measures, both judicial and adminis-
trative, to be used by EU data subjects in the US, and, finally, (iv) the
deficiencies of the Ombudsman mechanism for the agreement. All these
elements prevented the agreement from providing an essentially equiva-
lent standard of fundamental rights for the EU dara subjects.

4. Schrems Il, Fundamental Rights, and International
Data Protection Law

The Schrems II decision is a landmark ruling in EU dara protection,
particularly concerning the unparalleled substantial EU-US data trans-
fer relationship™. This relationship, marked by the dominance of US

* Case C-311/18 Schrems 11, para. 194.

Case C-311/18 Schrems 11, para. 195.

Case C-311/18 Schrems 11, at para. 199-201.

* Kuner, C., Bygrave, L. and Docksey, C. (2021). The EU General Data Prosection
Rexufml‘au (GDPR): A Commentary. Oxford: Oxford University Press, p. 784.

" Murphy, M. H. (2021) “Assessing the Implications of Schrems 11 for EU-US Dara
Flow”, International & Comparative Law Quarterly, 71.
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big tech companies and a significant EU consumer market, highligp,,
the decision’s importance (that amounts to, approximately, US$ 9001,
lion™ in digjtal cross-border commerce).

The ruling underscores the CJEU’s consistent support for a robyg
data protection framework rooted in fundamental rights”™’. Schrem ||
emphasizes the non-negotiability of privacy and data protection righe
especially in the context of data transfers™. Any lawful restrictions mug
be specific, strict, and proportionate.

The invalidation of a second data transfer agreement raised con-
cerns about the future of EU-US data transfers, but a new agreemen
announced in early 2022 addresses these issues™. The framework intro.
duces changes”, including safeguards for surveillance activities, a two-
tier redress mechanism with an independent US Data Protection Review
Court, and administrative procedures for overseeing US intelligence
activities. These adjustments aim to alleviate concerns raised by Schrems
1T and provide a foundarion for ongoing EU-US data transfers.

Scholars are divided on the global impact of the Schrems II ruling
and potential solutions for easing cross-border data flows. The lack of a
comprehensive international framework for data transfers leads to reli-
ance on domestic laws, regional conventions, or free trade agreements”.,
Despite this, the EU, particularly through the GDPR, is seen as a global

5l

EUROPEAN COMMISSION. Trans-Aclantic Data Privacy Framework—Fact-

sheet, 2022. Available at: hetps:/ec.curopa.eu/commission/presscorner/detail/en/

fs_22_2100.

* Christakis, T. (2020). “After Schrems II: Uncertainties on the Legal Basis for Data

3 Transfers and Constitutional Implications for Europe”, European Law Blog, 21.
Pierucci, A, and Walter, J. P. (2020). “Better Protecting Individuals in the Context
of International Data Flows: The Need for Democratic and Effective Oversight of
Intelligence Services—~Joint Statement”, Council of Eurgpe. Available ar: hrtps://
rm.coe.int/statement-schrems-ii-final-002-/16809f79cb#:-:text=In%20its%20j
udgment%20%E2%80%9CSchrems%2011,the%20Charter%200f%20Fundamen
tal%20Rights.

*European Union. Trans-Arlantic Dara Privacy Framework. Factsheet, March 2022.

Available at: hteps://ec.curopa.eu/commission/presscorner/detail/en/fs_22_2100.

Pesmazoglou, A., and Ahremar, K, (2022). “Schrems II Resolved? Unpacking the

EU-US Trans-Atlantic Data Privacy Framework”, International Network of Privacy

Law Professionals. Available at: https://inplp.com/latest-news/article/schrems-ii-

. :}esolwlsd-;mgac(-king-the-cu-us-tmns-atlamic-dam-privacy—framcworkf.

reenieal, G. (2021). “Global Data Privacy Laws 2021: Uncertain Pachs for Inter-

national Standards”, Privacy Laws & Business International Repore, (169), 6-7,
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influencer and an informal “gold standard™ in data protection. Pro-
posed solutions fall into two groups: those promoting international reg-
ulatory interoperability with a broader scope of action.

Some scholars suggest the possibility of an international multilateral
legally binding instrument to standardize rules for data transfers, but
the feasibility and immediate conclusion of such a convention are uncer-
wair®. In the absence of this, an alternative proposed in the literature”
is to strengthen international regional binding instruments, such as the
Council of Europe’s Convention 108+% and the African Union’s Con-
vention on Cyber Security and Personal Data Protection. Additionally,
the G7 introduced the “Dara Free Flow with Trust™ initiative after the
ruling, aiming to facilitate data transfers between trusted parties adher-
ing to common standards®. This initiative seeks a political consensus
not only on security and privacy rules but also on a broader agenda
of trade policy, regulatory cooperation, and business practices to enable
cross-border data flow while accommodating domestic policy prefer-

. . G4
ences and objectives” .

¥ Greenleaf, G. (2021). “Global Data Privacy Laws 2021: Uncertain Paths for Inter-
national Standards”, Privacy Laws & Business International Report, (169), 4-5.

#  Kuner, C. (2009). “An International Legal Framework for Data Protection: Issues
and Prospects™ Computer Law & Security Review, 25.

®  Robinson, L., Kizawa, K. and Ronchi, E. (2021). “Interoperability of Privacy and
Data Protection Frameworks”, OECD Going Digital Toolkit Note, 21, Available
at: hr:p:!fgoingdigital.occd.org/dat:!notcstdl_ToolkitNotc_PrivacyDau]mcr
operability.pdf. _

% The Convention 108+ was adopted in 2013 and is considered a modernized version
of the Convention 108, first adopted in 1980.

¢ Kudo, F., Sakaki, R., and Soble, J. (2022). “Every Country Has Its Own Digitail
Laws. How Can We Get Data Flowing Freely Between Them?”, World Economic
Forum, Available at: https:ﬂwww.wcforum.orgiagcnda!2022.~'05kmss-bordcr—data-
regulation-dfft/.

©  Greenleaf, G. (2022). “Default Whitelists: Nerworking Trust to Reduce Personal
Data Export Problems [PPT Presentation], Panel: Regulation of Global Data
Flows: A Story of the Impossible”, Computers Privacy and Data Protection (CPDP)
Conference, p. 3.

®  Kudo, F., Sakaki, R., and Soble, J. (2022). “Every Country Has Its Own Digiral
Laws. How Can We Get Dara Flowing Freely Between Them?”, World Economic
Forum. Available at: heeps://www.weforum.org/agenda/2022/05/cross-border-data-
regulation-dfft/,

“ Doherty, S. and Samans, R. (2020). “Foreword in Data Free Flow with Trust
(DFFT): Paths towards Free and Trusted Data Flows”, World Economic Forum, p. 4.
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At last, the use of default whitelists as a unified mechanism for g,
transfers has also been discussed. For this proposal, the best alterng,,
would be for countries to enact whitelists containing other countries thae
have adopted high standards of data protection, either through accessig,
to the Convention 108+ or through an EU adequacy decision. Or evey,
for a third-party organization to enact such whitelists. For the liter;.
ture”, this method would streamline the verification of high dara pro-
tection standards and ease data transfers. In the same light, these list
would create a network effect, increasing the value of guaranteeing 5
high standard of data protection.

On the other hand, the second group is related to initiatives that
involve the private sector, that aim to promote interoperability in a more
focused scale. Beyond the already mentioned SCCs (model contractual
clauses), the GDPR offers other similar alternatives such as (i) binding
corporate rules, that are uniformly ap&licable to all entities of a certain
business group; (ii) codes of conduct™, in order to help categories of
controllers or processors” apply general data protection provisions, and
(iii) certification mechanisms', that demonstrate the existence of appro-
priate safeguards provided by controllers or processors outside the EU in
a single transfer or in a set of transfers.

In addition, outside the EU, one example is the Cross-Border Privacy
Rules (CBPR) System, developed by all 21 countries that compose the
Asia-Pacific Economic Cooperation (APEC). As explained in the liter-
ature, under this system, companies are certified for their compliance

®  Greenleaf, G. (2022). “Default Whitelists: Networkin g Trust to Reduce Personal
Data Export Problems [PPT Presentation], Panel: Regulation of global data flows: a
story of the impossible™, Computers Privacy and Data Protection (CPDP) Confer-
ence, p. 3
Robinson, L., Kizawa, K., and Ronchi, E. (2021). “Interoperability of privacy
and data protection frameworks”, OECD Going Digital Toolkit Note, 21, Available
at: hrtp:ﬂgoingdiy':al.occd.nrg]danfnotcstoZl_Toollu'tNorc_PrivacyDataImcr
operability.pdf, p. 19, 21-22,
European Data Protection Board, Guidelines 04/2021 on Codes of Conduct as
vools for transfers, 2022, Available: hreps://edpb.curopa.cu/system/files/2022-03/
;:;;b_gﬁuidclincs_codcs_conducr_rrnnsfers_aftcr_public_consultarion_en_l-
, p. 6.
European Data Protection Board. Guidelines 04/2021 on Codes of Conducr as
tools for transfers, 2022. Available ar: hueps:/ledpb.europa.cu/system/files/2022-03/

;j[;b_gguidc!incs_cades_condm:t_transfers_aftcr_public,_,consulmion en_L
. p. 9. —en_

[1]
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with the APEC Privacy Framework as it relates to requirements for the
protection of personal data. And, once certified, the companies can
transfer data to other CBPR-certified companiessg.

The general effects of the Schrems II decision are still in development.
Nonetheless, it is possible to assert that they surpass the territory of the
EU. By expanding the essential equivalence standard of protection to all
transfer mechanisms contained in the GDPR, more specifically to SCCs,
the CJEU directly impacted the data transfer relationships between enti-
ties established in third countries with others established in the EU. In
essence, this change forces all entities that want to continue trading with
the EU to adapt to the requirements provided by the Union, for the
better (increasing the level of protection afforded to data subjects that
have direct contact with that entity) or for worse (increased spending on
cybersecurity and legal services).

As pointed out in the literature’, the GPDR and its transfer rules
have become “a vehicle to assert EU fundamental rights in an interna-
tional context”, directly influencing the state of international data pro-
tection law. Now, it can be said that the CJEU rulings, such as Schrems
II, have occupied the same level of importance, since by interpreting
EU law, the Court can now directly influence marters related to public
policy and international relations.
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